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AUDIT REPORT 
Office of Inspector General 
FEDERAL HOUSING FINANCE BOARD 

Issue Date: April 24,2008 

Report Number: 08-A-02-OM-ISTS 

MEMORANDUM 

TO: David A. Lee 
Acting Director, Office of Management 

Tom Leach 

FROM: 
Inspector General 

SUBJECT: OIG Audit Report on the Disposition of IT Equipment 

INTRODUCTION 

We have completed an audit of the Federal Housing Finance Board's Disposition of 
Information Technology (IT) Equipment. Our audit was conducted in accordance with 
Generally Accepted Government Auditing Standards (GAGAS) issued by the Comptroller 
General of the United States. The objective of our audit was to determine whether Federal 
Housing Finance Board (Finance Board) IT equipment was disposed of properly - particularly in 
conjunction with the outsourcing of the Finance Board's IT function. 

We found that the Office of Management (OM) did not adequately dispose of IT 
equipment during a portion of the period we reviewed. As a result, for the period, April 30,2003 
through October 20,2004, some IT equipment is missing and should be reported to Congress. 
However, for the remainder of the period we reviewed, October 21,2004 through March 12, 
2007, OM and the Information Systems Technology Support Division (ISTSD) have adequately 
tracked IT inventory items. 

Comments provided by Finance Board management reflect partial disagreement with our 
recommendations by the Acting Director of the Office of Management and the Chief Information 
Officer. All comments have been incorporated into the report as appropriate and the full text of 
all written comments provided is appended to the report. 



SCOPE 

To accomplish our audit objectives, we identified and reviewed relevant laws, 
regulations, policies, and procedures that relate to the Finance Board's disposition of IT 
equipment in order to establish criteria for us to measure whether IT equipment was properly 
disposed of, and to ensure that the agency has adequate policies and procedures. We also 
obtained from Office of Management officials, their most accurate listing of IT equipment and 
IT equipment dispositions in order for us to test the propriety of disposition activity. We 
conducted interviews with agency managers and staff of OM and ISTSD, as well as an FDIC 
property management specialist to assess the procedures and practices followed in the disposition 
of FHFB's IT equipment. We assessed the adequacy of OM'S IT inventory documents and 
performed a physical inventory verification of IT equipment shown on those documents to assess 
their accuracy. Additionally, we developed flowcharts and risk analysis matrices to identify 
potential risks and help focus our audit scope. 

We limited our review of the agency's "IT equipment" inventory items, which we define 
as: communications components (switches, hubs, and routers), desktop personal computers 
(PCs), flatbed scanners, computer cabling, laptop PCs, modems, personal data assistants (PDAs), 
scanners, printers, servers, unintenuptible power supply (UPS), docking stations, autopens, 
printers, and monitors. 

EXECUTIVE SIJMARY 

We have completed an audit of the Federal Housing Finance Board's Disposition of 
Information Technology (IT) Equipment. Our audit was conducted in accordance with 
Generally Accepted Government Auditing Standards (GAGAS) issued by the Comptroller 
General of the United States. The objective of our audit was to determine whether Federal 
Housing Finance Board (Finance Board) IT equipment was disposed of properly in conjunction 
with the outsourcing of the Finance Board's IT function. 

We found that OM did not adequately dispose of IT equipment during a portion of the 
period we reviewed. As a result, for the period, April 30,2003 through October 20,2004, some 
IT equipment is missing and should be reported to Congress. However, for the remainder of the 
period we reviewed October 21,2004 through March 12,2007 OM and ISTSD have adequately 
tracked IT inventory items. Specifically, for the period April 30,2003 through October 20, 
2004, OM officials did not adequately track all IT inventory from purchase to disposition and did 
not account for 127 items or 27% of IT equipment included in our sample. Further, 50 items or 
39% of these unaccounted for IT items potentially contained Personally Identifiable Information 
(PII) or Information in Identifiable Fonn (ILF). ' In OMB's implementing guidance "PII" and 

' OMB memorandum M-06-19 dated July 12,2006, titled "Reporting Incidents Involving Personally Identifiable 
Information and Incorporating the Cost for Security in Agency Information Technology Investments", defines PI1 
as: 

" Any information about an individual maintained by an agency, including, but not limited to, education. 
han~ ia l  transactions, medical histo~y, and criminal or employment history and infarmation which can be 



"IIF" are used interchangeably. For purposes of this audit, we used "PII" to describe this type of 
information throughout this report. OM officials never reported the fact of these missing IT 
items to the Congress as required by the Consolidated Appropriations Act of 2005 and related 
OMB guidance or to the Office of Inspector General, in accordance with agency property 
management policy. 

We also found that inadequate agency policies and procedures have contributed to 
inventory management problems. Specifically: I)  the Property Management policy dated 
August 26,2005 does not adequately ensure accountability in managing the IT inventory and 
results in increased potential for misuse or loss of property data or physical assets, 2) changes to 
property management policies and procedures are not consistently sent to the Office of General 
Counsel (OGC) for review before implementation, 3) there are no written policies and 
procedures to ensure that OGC continues to document its reviews of agency policies and 
procedures, and 4) the Office of the Chairman does not have a written policy that documents the 
current practice of requiring and verifying OGC's review of draft policies from originating 
agency offices before final approval. 

We recommend the following corrective actions to address our findings: 

A. The Acting Director of OM and the Chief Information Officer (CIO) should 
coordinate to ensure that: 

1) each IT inventory item purchased or leased by the Finance Board is added to the 
existing inventory listing within one business day after receipt and that all 
required data fields on the list are properly completed; 

2) reports are prepared for all inventory items at the time they are excessed (sold, 
donated, or scrapped) and the reports contain: a) adequate information to link the 
items to the inventory listing, and b) certification of accuracy statements that are 
signed by the preparer and recipient; 

used to distinguish or trace an individual's identity, such as their name, social security number, date and 
place of birth, mother's maiden name, biometric records, etc., including any other personal information 
which is linked or linkable to an individual." [I 

Section 522(f)  of the Consolidated Appropriations Act, 2005, indicates that the definition of 'identifiable form" is 
consistent with Public Law 107-347, Section 208 of the E-Government Act of 2002, and means: 

"any representation of information that permits the identity of an individual to whom the information 
applies to be reasonably inferred by either direct or indirect means." 



3) reconciliation reports are consistently completed within one business day after 
each physical inventory count. Any missing items identified are investigated by 
OM or ISTD, and a copy of the reconciliation report is provided to the Inspector 
General; and 

4) property management policies and procedures are revised to strengthen controls at 
a minimum by: 

a) Providing clear definitions of such phrases as "sensitive property" and "IT 
equipment"; 

b) Specifying the information to be included on the inventory listing to facilitate 
proper tracking of inventory items; 

c) Documenting and clarifying the prohibition against Finance Board employees 
purchasing excessed IT equipment, 

d) Documenting and clarifying the procedures for maintaining equipment 
disposition records, and 

e) Documenting and clarifying who is responsible for the physical transfer of 
excessed equipment. 

The Acting Director of OM and the Chief Information Officer (CIO) indicatedpartial 
disagreement with five of our six recommendations directed to them. With regard to 
the findings, they wrote that the draft report does not reference OIG's prior Financial 
Statement audits for FY 2003 through 2007 in which there were no references to the 
problems we identify in this report. Additionally, they commented that we have 
provided no evidence to support an allegation of lost or stolen IT equipment. 

Because we were engaged in planning and conducting this audit at the time, the scope 
of our FY 2003 through 2007 financial statement audits did not include verifying the 
agency's IT inventory at the time the agency's IT infrastructure support function was 
contracted out. Consequently, our contract auditors did not opine on this issue. 

With regard to comments that we have not proven that equipment was lost or stolen, 
we disagree. Based on inventory listings provided us by OM and ISTSD officials, we 
documented IT items that their records indicated were in our inventory. As our report 
details, to date they have been unable to locate these items or provide any support that 
the items were listed erroneously by them and that they never existed. 

B. The General Counsel should continue their internally developed procedures to sign- 
off on proposed policies and procedures and retain the review coordination sheets for 
one year after signing. 



The Associate General Counselcommented that they are currently following the 
practice in recommendation "B" and plan to continue to do so. 

C. The Counsel to the Chairman should prepare a written policy that documents the 
current practice of requiring and verifying OGC's review of draft policies from 
originating agency offices before final approval. 

The Counsel to the Chairman did not provide written comments but orally advised ua 
that he agreed with our recommendation "C" and will provide us an implementation 
plan after the issuance of our final audit report. 

D. The Chief Privacy Officer (CPO) should: 1) maintain accurate and complete records 
documenting that IT equipment with data storage devices, such as hard drives, are 
properly wiped prior to being reassigned or disposed of in order to prevent 
unauthorized disclosure of PI1 and confidential information, and 2) report the possible 
loss of equipment that could contain PI1 in accordance with OMB memorandum M- 
06-19 dated July 12,2006, and OMB memorandum M-07-19, dated July 25,2007 
titled "FY 2007 Reporting Instructions for the Federal Information Security 
Management Act, and Agency Privacy Management." 

The Acting Director of OM agreed with recommendation 1). However, the Acting 
Director of OM and the Associate General Counsel, disagreed that IT items that OIG 
identified during the audit as possibly lost or stolen should be reported. They advised 
that reporting is not required because the possible loss or theft of the items occurred 
in Fiscal Year 2003 - prior to the enactment of the Consolidated Appropriations Act 
of 2005and the Act's reporting requirements are not retroactive. 

We have reviewed this matter with our Counsel and disagree with OM and OGC's 
position. OIG identified the possible lost or stolen items after the Act was enacted. 
The Act and related OMB guidance clearly require reporting of such incidences once 
they are identified. Consequently, the agency had a responsibility to report after 
being notified by OIG even though the possible loss or theft occurred in Fiscal Year 
2003. 

BACKGROUND 

The Federal Housing Finance Board contracted out the IT infrastructure operations 
support function as of May 27,2003 and according to the CIO, has agreed to a five year 
extension of the five year contract. In requesting bid proposals for the initial contract, OM 
officials included a listing of Finance Board owned equipment on hand as of March 20,2003 for 
potential bidders' use in preparing the bids. The listing included 512 pieces of IT equipment. 
Under the initial contract that was awarded, the contractor is responsible for deploying Finance 
Board owned IT equipment as needed and for supplying additional equipment necessary to 
provide the level of service the Finance Board requires. This includes periodic upgrades of 
Finance Board IT equipment at no additional cost to the agency. However, the contract does 





allow for Finance Board purchasing of IT equipment. The contractor is also responsible for 
maintenance and support. 

OM officials anticipated that most, if not all, IT equipment owned or leased by the 
Fiance Board will be disposed of and only contractor-owned IT equipment will remain in 
service at the Finance Board in accordance with the terns and agreements governing the 
contract. However, contrary to that goal, the Finance Board's CIO advised us that he decided 
that the Finance Board-not the contractor-will purchase all IT equipment for the network 
backbone upgrade. The Information Technology network upgrade is required to comply with the 
government's requirements that agencies perform an Internet Protocol Version 6 (IPV-6) 
upgrade. The total IT network equipment upgrade costs to the Finance Board, according to the 
CIO, is $1 16,781. Consequently, the Finance Board will continue to have a substantial amount 
of IT equipment in the Finance Board's inventory management systems. 

In November 2005, the agency changed its inventory management and tracking system to 
a newer "property management system" application, made by BMC Software, Incorporated, 
called "Magic Service Desk" (MAGIC). MAGIC is a stand-alone system that does not integrate 
with the agency's accounting system, which is an Oracle-based system. As a result, the agency 
accounting records are updated independently at the time of the purchase, donation, or disposal 
of excess IT equipment. Additionally, the MAGIC system does not have the ability to roll back 
transactions (i.e., to retrieve a report as of a certain date). 

The FHFB has IT equipment at four locations: Sterling, Virginia; San Jose, California; 
McLean, Virginia; and Washington, DC. 

FINDINGS AND RECOMMENDATIONS 

O M  and ISTSD Officials Cannot Locate at Least 127 IT Invcntorv Items, of Which at 
1.east 50 Could Contain Sensitive .4gencv Information or Personallv Identifiable 
Information (PII). 

The Finance Board's process for disposing of IT equipment should incorporate federal 
guidance on management controls, agency policies and procedures, and best practices. 
Collectively, these criteria require the establishment of an inventory management system that 
tracks IT and other inventory from the time they are received by the Finance Board to their 
disposition. Additionally, the guidelines, policies and procedures and best practices include 
steps that should be followed in the event IT equipment is lost or stolen. In the absence of good 
internal controls, OM did not adequately dispose of IT equipment during a portion of the period 
we reviewed. As a result, for the period, April 30,2003 through October 20, 2004, some IT 
equipment is missing and should be reported to Congess. However, for the remainder of the 
period we reviewed October 21,2004 through March 12,2007 OM and ISTSD have adequately 
tracked IT inventory items. 

During the period April 30, 2003 through October 20,2004, OM officials did not hlly 
comply with agency internal controls over IT inventory. Specifically, OM and ISTSD officials 



did not consistently update agency inventory records to indicate when and why IT equipment 
was removed from service. In addition, OM officials did not comply with agency procedures to 
develop a report on items not located during inventory counts, to investigate missing inventory 
items, and to report instances of missing inventory items to the Office of Inspector General. As a 
result, of the 478 IT equipment items we sampled, 27 percent (127 items with an estimated value 
of $17.000) were lost or stolen and of the lost or stolen items. 39 Dercent (50 items) contained - ,  , , A 

Data Storage Devices (DSDs) and thereby potentially contain sensitive agency information or 
information that could facilitate identity theft. In the absence of an effective inventory 
management system, however, neitherbfficia~s in OM nor ISTSD were aware of these missing 
items until we brought it to their attention; and to date the officials have not accounted for the 
missing items. 

Aeencv Internal Controls Were Not Consistentlv Implemented and Not Com~rehensive 

The Federal Manager's Financial Integrity Act and OMB's implementing guidance, 
Circular A- 123, Management Accountability and Control, state that management controls must . - 
provide reasonable assurance that assets are safeguarded against waste, loss, unauthorized use, 
and misappropriations. Circular A-123 adds that management controls developed for agency 
programs should be logical, applicable, reasonably complete, and effective and efficient in 
accomplishing management objectives. Controls over the Finance Board IT inventory were not 
consistently applied and did not address some vulnerable areas. 

Inconsistentlv Im~lemented Policies and Procedures Resulted in Unaccounted for 
Inventory Items. 

During the period of review, we observed that the Finance Board's current Property 
Management policy dated August 26,2005 and the prior policy dated August 25,2004, included 
some requirements that, if implemented, would have greatly facilitated the safeguarding of 
inventory items. However, neither of the policies and procedures was consistently implemented 
and as a result, we were unable to determine the disposition of all IT equipment we sampled 
from the agency's inventory list as of April 30,2003. 



As the following Table 1 shows, at least 127 out of 478 IT equipment inventory items 
shown on OM'S April 30,2003 IT Inventory Listing Report are unaccounted for and are lost or 
stolen. The items were not on the current inventory listing, not observed during the physical 
observation process, and no record exists that the items were excessed or scrapped. Of these 127 
lost or stolen items, 39 percent (50 items) contained data storage devices (DSDs), such as hard 
drives that could contain Personally Identifiable Information (PII). 

Table 1: Schedule of Lost or Stolen IT Inventory Items 

MISSING 
TOTAL BY CATEGORY ITEMS 
Communications Component 7 
Desktop PC * 3 
Flatbed Scanner 3 
KVM 1 
Laptop PC * 18 
Modem 1 
PDA * 15 
ScannerIPrinter 2 
Server * 14 
UPS 3 
Docking Station 32 
Autopen 1 
Printer 10 
Monitor - 17 

127 - 

ITEM 
MKT VAL 

$72 ea 
various 
490.9 ea 
5.88 ea 
various 
5.95 ea 
various 
various 
various 
various 
various 

249.99 ea 
various 
various 

TOTAL 
VALUE 
$ 504.00 

Legend: * - Asterisks indicate IT inventory items that contain Data Storage Devices (DSDs) that 
could contain Personally Identifiable Information (PII). 

We identified three agency required property management reports that are critical to good 
property management and would have ensured accountability for IT equipment but have not 
been consistently implemented. Specifically: 

Inventory Listing Report: Agency policies and procedures require OM officials to 
maintain this report which lists all inventoried items owned or leased by the Finance 
Board - including IT equipment. However, for the period April 30,2003 through 
October 20,2004, OM did not maintain an accurate report. For example, we compared 
the list of IT items that OM included in the Request for Proposals issued on March 20, 
2003 with a listing of IT inventory items OM provided us in response to our request for 
the April 30,2003 Inventory Listing Report. Each list contained IT inventory items that 
were not on the other list and where there were matches, the number of items reportedly 
in inventory differed. The initial April 30,2003 Inventory Listing Report provided to us 



by OM contained 853 items. However, it contained 126 duplicates (15% of total), 93 
items that had been excessed to public schools, and 130 items that had been excessed to 
the Federal Deposit Insurance Corporation (FDIC) which reduced the actual inventory 
count to 478 items. After several requests for an accurate inventory listing, OM officials 
advised us that they were unable to provide a more accurate listing. OM officials advised 
us that prior to our requests, in early calendar year 2004; they did reconcile the inventory 
records to the procurement records and determined that all IT items purchased by the 
Finance Board had been accounted for. However, despite our requests, we were not 
advised of the reconciliation effort at the time, and the results of the reconciliation were 
not documented by OM to allow us to confirm their conclusion. Further our efforts to 
confirm OM'S conclusion were unsuccessful because 127 IT items (27 percent) that were 
on the list of 478 items could not be physically located. Of these 127 items, 46 items 
(9.62 percent of 478 items) had incomplete serial numbers; and 4 items (.08 percent of 
478 items) had missing serial numbers which made tracing these items to the 
procurement records impossible. 

Since November 2005, the Finance Board has implemented a new inventory management 
system - the MAGIC system. Based on our limited review of the new system, the agency 
does appear to have an inventory system that accurately documents inventory items 
owned or leased by the Finance Board. The system is not integrated with the accounting 
and procurement process to allow automatic additions to the system when IT items are 
received. The CIO advised that he did consider an integrated procurement system prior 
to purchasing the stand-alone MAGIC system but the decision was ultimately made not 
to go with an integrated system. 

Excess Property Report: Agency policies and procedures require that this report be 
prepared by OM officials and that it list all property declared excess and transferred to 
the Department of Agriculture or the FDIC. The report includes the serial number, 
description, and disposition date for such property. When accountable property is 
disposed of, the property record should be removed from inventory. The report should be 
readily available as needed, upon disposal or transfer of property. A copy of the report 
should be submitted to the Budget and Accounting Division. However, OM officials 
could not provide us support that excess property reports were consistently prepared, and 
the reports they provided to us did not have all the information required by agency 
policies and procedures. Consequently, we were unable to rely on the reports to account 
for unlocatable IT equipment in our sample. For example, we reviewed seven Excess 
Property Reports and found that they were missing documentation critical to establishing 
accountability for the accuracy of the reports as indicated below in Table 2, Missing 
Information from Excess Property Reports. Specifically, the table shows: 

The most recent three Excess Property Reports from 10/18/05 - 3112107 had no 
statements certifying that the individuals authorizing, executing and receiving the 
excessldisposed items had accounted for all of the items, although certification 
statements had been used on the previous four Excess Property Reports from 
51 14104 through 9/23/04 and; 



We identified three out of seven Excess Property Reports from 10/18/05 - 3/12/07 
that were incomplete, because they had missing signatures. 

Table 2: Missing Information from Excess Properly Reports 

Review Criteria I Document 2 1 Document 3 1 Document 4 
I I I I 

Adequacy of S i p a h  ' 1 1 
- 

disposal 
Person executing disposal 
Person receiving disposed 

Person authorizing 

items 
Date S 
Person authorizing 

Yes Yes 

Yes 
Yes 

disposal 
Person executing disposal 
Person receiving disposed 

Yes 

Yes 

items 
Certif~cation Statement 
Person authorizing 

As it relates to the discontinued certification statements for the Excess Property Reports, 
the Acting OM Director indicated that he would argue that since the independent 
inventory reviewer signed the reports, he was certifying to their accuracy. Conversely, 
we believe that without a detailed certification statement indicating that all IT inventory 
items on the Excess Property Reports were verified a s  being received, a signature alone 
does not provide as strong a confirmation that all items were accounted for and received. 
The Acting Director of OM provided no explanation as to why the forms no longer 
include a certifying statement. 

Yes 
Yes 

Yes 
Yes 

disposal 
Person executing disposal 
Person receiving disposed 
items 

Inventory Reconciliation Report: Agency policies and procedures require that this 
report be prepared and issued upon completion of a physical inventory. This report 
highlights the difference between agency inventory records and the results of the physical 
inventory. OM officials determine the disposition of items not found - whether lost or 
stolen - and adjusts the property records. IT equipment that is donated, transferred or 

Yes 
Yes 

Yes 

No 

Yes 

Yes 
Yes 

No 
No 

Yes 
Yes 

No No 

No 
No 

No 
No 



otherwise disposed of should be listed as excess in the property management system 
inventory, by OM officials. Proper documentation of the transaction should be 
maintained by OM officials in their property management files. For lost items, an 
investigation should be conducted to confirm that the item is missing and not reassigned. 
OM officials are required to refer the report to the Inspector General if there is indication 
of theft, mismanagement, fraud or other criminal activity. We reviewed documentation 
for four physical inventory counts of IT inventory items during the period of our review. 
The former OM Director provided us with an inventory list they advised was created in 
early calendar year 2004 from procurement records to identify items that should be on 
hand at the Finance Board. That same former official advised that all IT items purchased 
by the agency were accounted for on the list. This list was used to perform the 
independent physical inventory count on October 21,2004. However, contrary to agency 
policy, differences in the list and the results of the physical inventory were not 
reconciled. Instead, OM officials accepted the inventory located as the new inventory. 
Consequently, OM officials effectively wrote-off an undeterminable amount of agency 
inventory rather than attempt to account for it. In the absence of such reconciliation, we 
are unable to account for the 127 IT items (27 percent) that could not be physically 
located. 

The former Director of OM could not explain why the October 21,2004 physical 
inventory results and the inventory list were not reconciled and resulted in some 
undetermined amount of inventory being written off. 

In addition, during the course of our audit, we repeatedly requested a listing of agency IT 
inventory as of April 30,2003 t h e  date the IT function was outsourced. However, OM 
officials, after three attempts, were unable to provide an accurate listing of the agency IT 
equipment that was being transferred to the control of the contractor. 

The former OM Director conceded that the three different April 30,2003 FHFB 
Inventory Items reports provided in response to our requests on May 13,2005, May 17, 
2005, and August 9,2005, were useless due to inadequate design of the prior inventory 
system and inadequate staff oversight over the inventory system and the inventory 
accounting process. However, when she arrived at the Finance Board in 2002, her top 
priorities did not include oversight over the agency's IT inventory items. Instead, her 
priorities were: getting the agency's accounting system running, and hlring a new Office 
of Supervision Director. The first time she became aware of inventory weaknesses was 
when she saw them reported in the IG financial statement audit reports for FY 2003 and 
both recommendations were addressed by OM before the following FY 2004 financial 
statement audit. Further, she said that in the early part of calendar year 2004, she 
convened a group to create an IT inventory listing based on the agency's procurement 
and budget records. However, the former Director could not provide information on 
missing inventory items - the reconciling differences between the inventory listing and 
the procurement and accounting records. She directed us to a copy of the inventory 
listing that resulted from the reconciliation. This listing was used by a contracted FDIC 
official to perform an October 21, 2004 independent physical inventory count. We 
reviewed the list but did not locate any of the 127 items we have identified as missing. 



Thus, there continued to be a discrepancy within the Finance Board's property 
management records for its IT equipment during the review period. 

The CIO advised that at the time of our review, the equipment we identified as missing 
was no longer in the agency's possession and that he could not say for sure what the 
disposition was (donated, excessed through FDIC, thrown away, etc.). The CIO also 
conceded that there were various concerns with the April 30,2003 inventory listing, 
because some equipment descriptions were inaccurate, and could not be corrected - 
because a number of uurchase orders did not include sufficient detail to identifv the 
specific IT inventory items. The Acting OM Director, who was the agency's Contracting 
Officer during the period we audited, agreed with the CIO's comment. 

Since the physical inventory count was completed on October 21,2004, OM and the CIO 
have maintained an inventory listing that, based on our testing, appears to properly 
document the status of IT inventory items. However, changes to the inventory listing are 
not tied to the accounting records to allow simultaneous updates. 

IT Items are not Locatable because Some Needed Aeency Controls for Safeeuardine I'I 
Inventorv are Missing 

Agency property management policies and procedures should require various internal 
controls to discourage and prevent fraud, waste, and abuse. In addition, any changes to the 
policies and procedures should undergo a documented review by the Office of General Counsel 
(OGC) before they are implemented to ensure their compliance with applicable laws and 
regulations. The Finance Board's property management policies and procedures do require 
certain controls that, if implemented, would provide adequate safeguards for agency owned and 
leased property but changes to the policies and procedures show a trend away from strong 
controls. Further, there is no documentation that changes in the policies and procedures are 
consistently sent to OGC for review and reviewed by OGC before implementation. 



As the following table shows, since October 2000;the agency's inventory management 
policies and procedures have been revised three times - October 2,2000; August 25,2004; and 
August 26,2005. However, as the table also shows, the policies and procedures have 
consistently gotten worse in providing guidance necessary to ensure consistent and adequate 
control over the agency's IT inventory. In fact, the current policies and procedures do not have 
any of the six elements below we believe are necessary for an effective property management 
system. 

TABLE 3: Changes in FHFBYs Property Management Policies 
Dated October 2,2000, August 25,2004, and August 26,2005 

Policy assigns No No No 
responsibility for 
designating "Sensitive 
Property." 
Policy provides a definition No No No 
of what constitutes "IT 

the sale of disposed or 
excessed IT items to 
Finance Board staff is 

Equipment" 
Policy addresses whether 

procedures for keeping 
excessldisposal records 1 
allowable. 

Yes 

Policy establishes 

current. 

The Acting Director of OM advised us that he would commit to looking at updating the 
policy and taking these items into consideration. Regarding the absence of a policy related to the 
"sale of equipment to employees" in the 2004 & 2005 policy updates, the former Director of OM 
advised that the agency has never sold any equipment and no equipment was sold during the 
2003-2004 time frames. 

No 

Policy describes method for I Yes 

No 

No Yes 

tracking each IT item - I 
I 

No 

No 

No 

such as bar coding - to 
facilitate physical 
inventory count. 
Responsibility for physical 
custody over property to be 
excessed is assigned to a 
government employee. 

No 

I 
No Yes 



The Acting Director of OM advised that approximately two years ago, a procedure was 
established to circulate all policies through the OGC and that procedure is followed; however, 
they could not provide any documentation showing that this procedure was implemented. 
Further, as of March 2007, an OGC official advised us that they had no records to indicate any of 
the three policies shown in the table above were reviewed by anyone in OGC prior to their 
implementation nor did they recall reviewing any of the three documents. Consequently, we 
were unable to assess the number of times OGC reviewed proposed policies and procedures or 
reviewed OM'S incorporation of OGC's comments into the final policies and procedures. 
Currently, the Counsel to the Chairman ensures that OGC has reviewed proposed policies and 
procedures, prior to approving the policy. However, the Office of the Chairman does not have a 
written policy to ensure that these procedures would continue if there is a change in the Counsel 
to the Chairman position. 

Recommendations: 

A. The Acting Director of OM and the CIO should coordinate to ensure that: 

1) each IT inventory item purchased or leased by the Finance Board is added to the 
existing inventory listing within a business day after receipt and that all required 
data fields on the list are properly completed; 

2) reports are prepared for all inventory items at the time they are sold, donated, or 
scrapped and the reports contain: a) adequate information to link the items to the 
inventory listing, and b) certification of accuracy statements that are signed by the 
preparer and recipient; 

3) reconciliation reports are consistently completed within one business day after 
each physical inventory count. Any missing items identified are investigated by 
OM or ISTD, and a copy of the reconciliation report is provided to the Inspector 
General; and 

4) property management policies and procedures are revised to strengthen controls at 
a minimum by: a) providing clear definitions of such phrases as "sensitive 
property" and "IT equipment"; b) specifying the information to be included on the 
inventory listing to facilitate proper tracking of inventory items; c) documenting 
and clarifying the prohibition against Finance Board employees purchasing 
excessed IT equipment, d) documenting and clarifying the procedures for 
maintaining equipment disposition records, and e) documenting and clarifying 
who is responsible for the physical transfer of excessed equipment. 

B. The Office of the General Counsel should continue their internally developed 
procedures to sign-off on proposed policies and procedures and retain the review 
coordination sheets for one year after signing. 



C. The Counsel to the Chairman should prepare a written policy that documents the 
current practice of requiring and verifying OGC's review of draft policies from 
originating agency offices before final approval. 

Auditees' Responses: 

A. The Acting Director of OM and the CIO indicated partial disagreement with our four 
recommendations and their written comments did not address some aspects of our 
recommendations. With rcgard to the findings, they wrote that the draft report does not 
reference OIG's prior Financial Statement audits for FY 2003 through 2007 in which 
there were no references to the problems we identify in this report. Additionally, they 
commented that we have provided no evidence to support an allegation of lost or stolen 
IT equipment. 

Because we were engaged in planning and conducting this audit at the time, the scope of 
our FY 2003 through 2007 financial statement audits did not include verifying the 
agency's IT inventory at the time the agency's IT infrastructure support function was 
contracted out. Consequently, our contract auditors did not opine on this issue. 

With regard to comments that we have not proven that equipment was lost or stolen, we 
disagree. Based on inventory listings provided us by OM and ISTSD officials, we 
documented IT items that their records indicated were in our inventory. As our report 
details, to date they have been unable to locate these items or provide any suppod that the 
items were listed erroneously by them and that they never existed. 

B. The Associate General Counsel commented that they are currently following the practice 
in recommendation "B" and plan to continue to do so. 

C. The Counsel to the Chairman did not provide written comments but orally advised us that 
he agreed with our recommendation "C" and will provide us an implementation plan after 
the issuance of our final audit report. 



Possible Reportable Privacy Violations Result From 50 Missing I T  Inventory Items That 
Could Contain Personallv Identifiable Information (PII). 

National Institute of Standards and Technology's @?ST'S) Federal Information 
Processing Standards Publication (FIPS PUB) 200, dated March 2006, titled "Minimum Security 
Requirements for Federal Information and Information Systems" and Finance Board policies and 
procedures require that data storage devices in computers be properly cleaned of all information 
before the computers are redistributed or disposed of? These requirements are aimed at insuring 
that sensitive agency information and more recently employees' personally identifiable 
information are not inadvertently or otherwise improperly released. In addition, recently passed 
federal statutes and OMB related guidance require the reporting of possible unauthorized 
releases of Personally Identifiable Information (PII) such as addresses, social security numbers, 
telephone numbers, etc. However, ISTSD nor OM could provide records to show that they had 
properly disposed of some IT equipment that possibly contained PII. Further, the agency's Chief 
Privacy Officer (CPO) did not report to Congress the possible violations that OIG had brought to 
his attention. 

Under Finance Board policies and procedures dated August 25,2005, ISTSD officials are 
responsible for identifying excess computer equipment that is available for donation and for 
removing all data from any hard drive or other IT storage devices prior to donating equipment. 
According to the CIO, agency contractors perform the BCWipe procedures under the supervision 
of ISTSD government employees/COTRs. In addition, the procedures assign OM officials 
responsibility for identifying eligible recipients for the excess computer equipment. The policies 
and procedures further require that a record of all computer equipment donated to eligible 
entities be maintained as part of the property management files managed by OM. 

Under Section 522(a) of the Consolidated Appropriations Act, 2005,~ on an annual basis, 
the agency's CPO must prepare a report to Congress on Finance Board activities that affect 

2 NIST's Federal Information Processing Standards Publication (FIPS PUB) 200, dated March 2006, titled 
"Minimum Security Requirements for Federal Information and Information Systems", Section 3 Minimum Security 
Requirements, provides the following requirements for media protection. 

Media Pratcction (MP): Organizations must: (i) protect information system media, both paper and digital; (ii) 
limit access to information on information system media to authorized users; and (iii) sanitize or destroy 
information system media before disposal or release for reuse. 

' SEC. 522. (n) PRIVACY OFFICER- Each agency shall have a Chief Privacy Oflcei- fo assume primary 
responsibilit).forprivacy and datu protection policy, including-- 
( I )  assuring that the use of technologies sustain, cmd do not erode, privac~lpi-otections relating to the use, 
collrction. and rlisclosure ofinformation in an identifiable form: 
m assuring that technologies used to collect, use, store, and disclose information in identifiable Jonn allowfor 
co~ztinuous auditing of complirrncc with statedprivacy policies andpractices governing the collection, use and 
distribution of inforination in the operation of the program; 
(3) assuring that personal information contained in Privacy Act systems of records is handled in&N compliance 
with fair informalion practices as defined in ihe Privacy Act of1974: 



privacy, including complaints of privacy violations, implementation of section 522a of title 5, 
(the Privacy Act), internal controls, and other relevant matters. The CPO is also charged with 
ensuring that the Finance Board protects information in an identifiable form and information 
systems from unauthorized access, use, disclosure, disruption, modification, or destruction. 
Consequently, the CPO should ensure that IT equipment with data storage devices, such as hard 
drives, are properly wiped prior to being reassigned or disposed of in order to prevent disclosure 
of PI1 and confidential information. 

We identified 50 pieces of lost or stolen IT equipment that are of a type that contain data 
storage devices but were not locatable through the physical inventory count, the inventory 
listing, or via the inventory disposition records, because the records were not complete. These 
items include desktops, laptops, PDAs, and servers that contain data storage devices that may 
contain Personally Identifiable Information (PII), (see Table 1, Schedule of Lost or Stolen IT 
Inventory Items). While the loss or theft of these items may have occurred before enactment of 
the Consolidated Appropriations Act, 2005, the CPO was first alerted to the loss or theft by OIG 
after the enactment of the Act. As a result, the CPO should have included this matter in his 
report to Congress in October 2006 and October 2007. As of the date of this report, neither the 
Acting Director of OM, the CPO, nor the CIO could confirm if these IT items ever existed 
because of the poor agency records. The Acting Director of OM stated that he can only attest to 
the items in the inventory listing from November 2005 to present, but he cannot attest to the 
items in the April 30,2003 FHFB Inventory Items report. However, these officials cannot assure 
us that these items did not exist. As a result, the potential exists for unauthorized access to PII, 
and the incident was not reported to the Congress as required by the Consolidated Appropriations 
Act of 2005. 

Recommendations 

We recommend that the CPO : 1) maintain accurate and complete records documenting 
that IT equipment with data storage devices, such as hard drives, are properly wiped prior to 
being reassigned or disposed of in order to prevent unauthorized disclosure of PI1 and 

(4) m~nluaring legislirtive and rrgulato~proposals involving collection, use, and disclosure ofpnsonal information 
by the Federn1 Government: 
(5) conducting aprivacy impact assessment ofproposed rules of fhe Depurlment on the privacy of information in air 
identifiable form, including the type ofpersonally identifiable informution collected and the number ofbeople 
aficted: 
(6) p~.eparing n report to Congress on an annual basis on activities of the Department that affectprivacy, including 
comp1aint.s ofprivacjl violations, bnplementc~tion of .section 5520 of title 5, / I  United Strrtes Code, intenlrrl controb. 
and other relevant mutters; 
(7) ensuring that the Departmmfprotects informt~tion in an identifiable fonn and informatiotz sj~stenzsfi-om 
unauthorized access, use, disclosure, disruption, modr$cation, or destructiorr; 
(8) training and educatiizg employees on privacy and datcr protection policies to promote au:nreness of ilnrl 
compliance with estnhlishedprivac); and [lala protection policies; rind 
(9) ensuring compliance with the Departinents establishedprivucy and data protection policies. 

NOTE: Thir sttztutc, appearing in division H ofthe uforenlentioned Act, was amended in 2007, but the amendment 
did not chrrnge any of the provisions of the subsection (a) sef forth above. 



confidential information, and 2) report the possible loss of equipment that could contain PI1 in 
accordance with OMB memorandum M-06-19, dated July 12,2006, and OMB memorandum M- 
07-19,dated July 25,2007 titled "FY 2007 Reporting Instructions for the Federal Information 
Security Management Act, and Agency Privacy Management." 

Auditees' Res~onses: 

The Acting Director of OM agreed with recommendation 1). However, the Acting 
Director of OM and the Associate General Counsel, disagreed that IT items that OIG 
identified during the audit as possibly lost or stolen should be reported. They advised 
that reporting is not required because the possible loss or theft of the items occurred 
in Fiscal Year 2003 - prior to the enactment of the Consolidated Appropriations Act 
of 2005and the Act's reporting requirements are not retroactive. 

We have reviewed this matter with our Counsel and disagree with OM and OGC's 
position. OIG identified the possible lost or stolen items after the Act was enacted. 
The Act and related OMB guidance clearly require reporting of such incidences once 
thev are identified. Consequently, the agency had a responsibility to report after 
being notified by OIG even though the possible loss or theft occurred in Fiscal Year 
2003. 



DRAFT 
Appendix 

Federal Housing Finance Boarcl 
1415 Etr Sxr-7. S.W., Wnshiyrrm: 1: i:. 10006401 

~dop~: .c r  IIUZ? arm rmn 
I I I pm 3 13 XP%..,~N' 

April 9,lOilU 

SIIBJECT: Rcsmi+to Fin:,l R r l+xJ i l  Rep,,rlc+n the A~tlti1 uf t nt t)-z D;swsi!ia~~ of 
[nCoZmoion l'ec~nolocv (IT) Lalirment 

We o p p c i m !  !la opportlwa IN mspord t t ~  the timl d n h  ar~dir repon! h i c h  c,wers tic 
panxl licm 1brilZOU3 to .MUCII 'M7 and was in.a'scd d m  v c u s  .igo. Thc rrprtrt Jlalea thnl 
1% did not c m a s  ntw d i m c m : : n t  with meml  findinus d rho ru~dil exit cnnicntcc. B*c;lkne - - - 
tdlhe nrrmt.n,w drSciencies ill r b r e p ~  we Ltwe m tc mphd during tbc crir coofcrcnoc 
Uum silencedid not IIW does ~t lnaarl &cqulcscenczuilh my ofthe findins in thc mpvn (h 

O u r ~ r m r m  k divided ima two seeLio,is:~lr lirsi addre~ar 1ln;sr disaeremnultsand the 
semnd responds w the nxOrmMndarioIw Ilmr n i t h e  ~ r s ~ ~ l j i b i l i t i e s o f t h e ~ ~  Dil~ctar aad 
C'IU. spcciikally nwmnmdaiins n and D. 

+ The dm3 wp~r l  does nu! ri.tkvnc;l thc? OIKs uudii ul'h~ Finmw B d r  
finrnL,&l ~ k l e i n z i ~ t ~  I'br liscal 9 ~ ~ 6  2007. 2004. 2005.2006 IC 2007. As vias , . .  . . . . 
hmv, in KYZO63 ~udi r .  thcrc ws:c isrurs idcmifiud~~ith the h'isruw.baard2r 
irlvcnltrry. Wc a c e d  md dduliinuul hrre iasucsnnd in 1hcFY2i104 u ~ ~ d i ~  thc 
iodm~dent auditors pcfo:neda follow-lip review orthe iuvnror: iwuosatul 



DRAFT 
Appendix 

sntcd thru thc issucs hnd k n  rcsr,lvd. Furthmorc. in thc 200S.3UM und 200? 
liiwttcial rwnlrr t ls iludib. 1I1ae vresr IIU awnows~s~it letter issum idcnlilied rhat - 
re lm  to m y  detisi<scies ib the inx'efitov. 

i On m e  : I ofthz drRfr w o n ,  rhe OLG .sates. "Since the physical invcntup ~ w r n ~  
was ronolrrefl nn Ortnkr 212004.011 xnd ihc ClO k.vc nuiinldned an 

S I H I ~  wnclusiur. that lllc OM did ntu trlwu~dv llijwxr oCIT ry~~ip~trettt during 
the wnud 01 April 10,lDOi lhrou@ >larch 1'2,2007. Thr i~~tmli:iinrl. ereculiie 
scrmnlan. arc1 ihcnbuvr relkrenced mws should be u d t e d  to m t k d  h e  resul'ir . - 
of your i ' l l ~ i  lest NL~ IIR f a ~ d ~ a t  the inventors listink is w p r l y  documented. 

> 0.1 Pasc R I;T thcdrrll rcpn, ik OIG stales, "Sincc Norernhur 2035. the Finmec 
W ius i m d ~ n l m l d  u w w  invcnltrv mnnuccmewt rvstcrn-lhc hl/rOlC wslem. 
Rilswl nlt ultr l i a l i l d  l r l i r i v  'rf O r  net* sgrlni~, dtc o p i r ?  d w r  nppcs w lrvve all 

iwLntory system ttaiaccumtrly doemmas uwcotor?. itcms cwncd or I a c d  by 
thr F i c e  H~rud." Apin. iu nolr?J in  your XpOn lhr 8Neni.y ha? un i n v e m a ~  
syslelll rhat seemly dtmun~ons invrntw items md this i t~hrn~i l t iot~ should be 
updatcd in the ahve  refcremd ma. 

S i~n i l i an l  i)isayn~mcnt $2: ".. .>Sthc 478 ITc~uipmc3 i t cn l~  sampled. ?? w e n t ,  
wrth on sstirnzued value nl:$II,tIe~r bl <x.,10kn.. ." iRcfmwe-Pugcs I, 5.6.7.8 
10) 

% W e  ~rnmaly di-rcc rvith thc lotztnu~t tht 27 pownt o f  Ihc itcms i v d  1os1 or 
w u h ~ .  This iss ray wliou?r n l k p l i t n  fu which yuu havepn~vided numidew 
to suppln h i s  alkXatjoa Plr'ye note that the i m s  )uu idellriiy zm k i n g  lor1 ilr 
slulm : ~ l u W  pmnal conp1Pza (W tops  mi lapqxs), monitnrs. prinlrw. 
sxvm. scanncn. rloekioe mionsand mwul data assiswna. A1 m t ine dmim 

or slulin. Had we thcuphr 0115' equipment w s  Imt or itcltn. w horl im employ: 
ccpmed it a, us. nr \timid haw, as (IXI has donc in ~ h c  mn. rcpuncd the 
inliwnldtkn p~ornply to r l r  OW. 



DRAFT 
Appendix 

b 0.M diupreef witti ill* rrcornmmdnt,on wgrrding rbe oMigation to mpni to 
(.on~fiw rcpd ing  IT  c q ~ i ~ ~ i ~ l l t  lhm ~ ~ ~ j Y i \ a h l ~  cuuId conlnin PI!: tot l~e eslenl 
UIXA the irmhlilv u1 ldsfirrili such cuuiiu~~atl ;Iceulicd prior lo rhc canctr1cnt on 

m-e anx:in:ec, s o i l c  other ihiles. a chief pnibacy o f i c ~ r  must rcpolt nnndl) 

~1':tXrrtstauutn ad t l ~ r v  lnvlicie, iud  p ~ u v d w v , ~ i J i t  asc ycn I,I'~IWL'WIL?II 
Nullling in rx- slztuco~y languogs suggcsb that tkse w~~alnmcatr  vcrc n:sanl lu 
ap?ly retw.iclitcl). 1ndcc.J. b) 'bcrr ou:tm, the) cwld WI a, uppl:. Furlhe-. a a  
m a l e  001 SIJIUIO~ conu7rtior~ "jlnutes Jrr ~ p p l i e j  pnk;piiv?lvu~~Iess rpeif iz 
~ ~ . ~ ~ . .  - 
S-riruroav CuxiTaurnw $41 :I (6th ed. 2001 I ('Xctrospctivc opmtion i s  noc 
far<we2. . and a law will n a  h. cnlslwd us rctroactivc imlc~s ihc am cl?arlv. 

+ ntertfmr \r.+ 5%- rnal ttte i'l' i r m ~ s i b n l i h d  ill :(HI3 9lm1uld he tipod k> 
Cnngms. 

Sec.c.und. lhu b c l w  <['OM wJ ihc CIO will ddws resommmddirmm A and D: 

Kccomm~ndatim .2 

Thc OIG munmcncs t h  thc Uimtcr of  OM and tb CIO c o o d i l w  to ellsun IPA?. 

1 )  1iu.h IT inwn1or.w ilcm pl~rch*slxl or lard hy lk Fimw Rmxd k d c d  lo the exisining 
invenlw)' listing within a busin* de.y nli- irteipt s d  that all rcquircC data lid& on rhz 

Azc11c'< Rcrwlire: We agm to coordi~ule our dffftns i n  rn-are that cwh 1 I inucnt~ry ttcm 
purciwml o r  ic8sixl will bc timely added to the clt isiq inventory .i.iliq nnd that all ruyuiml 
ha:a fields on the li* ere pmycrly complrld. 



DRAFT 
Appendix 

2i Keporrs al? pre3aed for all in5,entary items at the lime Ihcy arc WIT:. docrtcd, ~x . . 
sripi?cd and rhe rcpons cot>tnin: a j d c q u x ~ c  infonnnti<m~<: link 111: iicmr w (Lie 
isvrnturv iistinu. wnd 1:1 trn.ificali<ad uiacuulilcr slaktncllls lllal arc s i & d  by rlrr' 

3 i Kcconciliutir~n rcmlls arc u?~nistentlr ~omnlstod within om business J a y  ;lllcr croaeh 
physica! invetitol?. couit. Any missily! ireis identified mc inwsiigarcd b? VM or  1ST.L). 
and a cop? of ihc reruncil~imun rcpm is provided 10 t h  Inspcclur Gmcnl .  

.\re~tc\ Hesm~ise: I he linance ILvnzl ngres hn rrzconcilia~iot~ relumr will he p r e w  in a 
~itrrl:.. fashon after physical inventor;. c a r u s  ;\lso. any misstog i ~ e m r  iJt*ntilirul -.ill hr 
t n r c ~ ~ i p l v d  hy OM d ' o r  :STD and a cop? d r h c  reurciliacinn rcptm :will hc pnt\idoJ lo h e  

A ~ ~ y . R ~ s p s e :  'l'he Finance Board =.ill review md :&ate thc 3open.i M a u g m m l  
Pu;icu ~ i o r  10 thc tnd of FYM. 

Ksommrndntion D 

The OICi lrmnllnendr ~lmt IIW Cl~ief Priuw~ Mm sh.hudd: 

I ) Muinlain awuratr and comdctc mvrds dwummtine that IT cuuirxne~~t with dam stomsc 

2) K~X,;I t h c p w i h l r  lnrr o rn l i~ ipmen~ that corld r c n t a i ~ ~  1'11 in acrwdmu? wilh 0.W 
zncnmrandum M-C6-IL9 dul~d July 12,20(Ki. amd C1M3 memormh~m M 07 1'1. dated 
Jld: 25.2007 t i t ld  "tT2U07 Repnliny lnrlrr.c~ons lor ihc Tcdcrzl Inbrn~nrion Sccurir; 
Mmirpernm~ Act. d nJg.tw). Pri\,ac). Manaycu~cnl:' 



DRAFT 

Aautrv X e s w t ~ ;  Tlsr Fi~liu&r B x u d  qjrr- lo rcpvrr iug kmr c . ra (~ i ] rn~d  llul C-wlcl 
cr?nahi PI1 iu ~coraano; with thc aborc rck~ma'd mcmocanda cxccpl as lultcd sbuvc ss it 
pcrl;tim lo ikms rhar \ v ~ ! d i s p w J  arin 3003. 

Appendix 

cc: Umir Meels 


